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Abstract

The internet of things (loT) continues to influence many aspects of today’s society.
loT devices are increasingly being used in homes and businesses to improve user
experience and innovate services. The continuing growth of the loT makes it an
irresistible target for cybercriminals — thus shaping the threat landscape and the
cybercrime underground.

Studies have already been made on how the |oT can be attacked and what
the impact of these attacks would be. For this research, we took on a different
perspective. We dove into the loT cybercrime underground to gather insights into
current threats from the very minds that conceive them.

We analyzed five underground communities, which we classified based on
the principal language used in the community discussions. Starting with the
community with the most activity and sophisticated monetization schemes, these
are Russian, Portuguese, English, Arabic, and Spanish.

We noted both the unique loT-related topics discussed in each group and the
recurring topics discussed across these communities. In general, discussions
ranged from news and attack tutorials to actual advertised malicious services. We
were particularly interested to see if the discussions in the communities involve
a plan that would enable threat-actors to monetize possible loT attacks. A clear
monetization model is the defining factor that would signal the realization of
previously theorized attacks. From general observations of the underground, we
also followed three threat actors and traced their journey to IoT cybercrime.

Overall, we see an evolution in the next year or so. In this paper, we detail our
findings, share our predictions on how the loT threat landscape will change, and
provide recommendations for protecting loT devices and systems.




INntroduction

The internet of things (loT) has become a catchall phrase for the growing trend of connecting various
forms of devices to the internet among manufacturers and integrators. Sometimes, internet connectivity
is a useful feature to incorporate in new hardware. For example, a fithess device that collects health
information can send it straight to the cloud, or a standalone home camera can stream real-time footage

the owner can access from the office.

In some cases, however, vendors just connect devices without adding the required security measures
— a dream scenario for hackers and other attackers. Having direct access to all manner of equipment
allows cybercriminals to take over these internet-enabled machines much more easily. Once the device is
“pwned,” a hacker can steal the data it holds or perhaps use the device as an attacking platform against

other victims.

Often, a weak security configuration is what allows an attacker a way into the device. For instance, online
cameras that use a predictable password or have no authentication at all are relatively common. Other
times, certain devices are found online when they shouldn’t be. This is patently absurd when it happens
to industrial equipment in a manufacturing or healthcare environment, such as factories and hospitals.
These industrial machines should instead use a virtual private network (VPN) connection if they need to be
accessed remotely. Aside from the use of VPN, there are a number of secure configurations that will not
require these devices to be directly exposed to the internet at large. It is recommended that integrators

always follow their industry’s best practices when it comes to the IoT.

Furthermore, pedestrian applications of the IoT can suffer from the same problem. For instance, internet-
connected home or office printers don’t make a lot of sense, as these kinds of machines should not be
inadvertently exposed to the internet. If a user requires remote printing, there are a number of more secure

options, such as Cloud Printing Services or a secure VPN.

When used for connected devices, routers can also be considered as loT devices. Home and office
routers have been prevalent for many years and from our experience, they are still the most frequently
attacked loT device. Therefore, if this trend were to remain unchanged, routers are the most prone to
future attacks. Attackers consider routers as loT devices because they are possible entry points for an

attack. This is why, in this paper, we will count them as loT devices as well.
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This is not to say that there has not been any effort done to acknowledge the threats and challenges to
the loT. IoT doomsday scenarios have been discussed in the media before, but these attacks remain
theoretical until the bad guys start targeting real victims. The main concern with these attacks is that, for

them to become commonplace, cybercriminals need to find a viable business model.

That is why, in this research, instead of outlining potential attacks, we surveyed online criminal forums to
gauge the level of interest and possible business models there may be for loT-specific attacks. The main
interest of our research was to find out what hackers and criminals think of in terms of attacks on existing

loT infrastructure.

In scouring underground forums and communication platforms, we were able to discern an average profile
of cybercriminals discussing loT-related topics. At this point, we can confidently say that, in general, loT
attacks are not made by professionals trying to subvert loT infrastructure. Instead, they are made by

typical old-time cybercriminals who have evolved into loT attackers.

Ways to monetize a botnet?

Figure 1. Hack Forums discussion on how to monetize IoT botnets

We saw a lot of interest in and curiosity about a wide variety of online devices. The most requested

hacking methods were for routers, webcams, and printers.

There were also tutorials on the inner workings of commercial gas pumps, including programmable logic
controllers (PLCs). PLCs are devices found in factories and other structures with industrial machinery
that enable complex equipment to be managed remotely. Along with mere tutorials, we also saw tools for

discovering and exploiting online devices, which were again mostly routers and webcams.
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The most common way to monetize router infections is to set up botnets, which can later be used as a
distributed network that provides services that can be offered to other criminals for a fee. Webcams, on
the other hand, are usually monetized by selling access to their video streams. As expected, the price for
stream access and buyer interest depend on where and what the camera is looking at. The most prized
streams are bedrooms, massage parlors, warehouses, and payment desks at retail shops. These video

streams are often categorized thematically and sold as subscriptions.!

Another popular offering is either software for or tutorials on automating searches for specific devices on

Shodan, which is a very popular web search engine for finding online devices.

We have given a few examples of what we saw while scouring underground forums to provide an overview.
The next sections provide an in-depth look at what each criminal underground community offers to
criminals interested in attacking loT devices and infrastructure. We have classified these communities
according to the language they use, as it is a unifying marker of each community more so than geographical
location. We chose five languages which have communities we consider are among the top players in the

underground community: Russian, Portuguese, English, Arabic, and Spanish.
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The loT in Underground
Communities

Russian Underground Communities

Marketplace

Devices Targeted Monetization Level Outlook
i
Routers, smart meters, Medium/High Focus on monetization,
gas pumps curiosity about less

common platforms

The Russian cybercrime underground market is the most sophisticated out of all the underground
communities we discuss in this paper. The money-driven criminals make up a market thriving with
exploits for routers, customized firmware for smart meters, talks of hacking gas pumps, and router-based
botnets for sale. There is a variety of conversations taking place around devices, including less common
platforms. Most of these talks have a monetization angle. In general, the Russian underground is a place

for business where hacking and technical information are mere details.

Users in the Russian underground are interested to know the latest news about loT attacks sourced from

the information security world, as seen in Figures 2 and 3.
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Chalubo botnet hunts for unprotected loT devices
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Chalubo combines Xor.DDoS and Mirai code snippets.

A new botnet has appeared on the Web, attacking vulnerable devices from the Internet of Things sphere, as well as S5H servers and Linux-based systems in order to conduct further DDoS attacks. The botnet is based
on Chalubo malware, which combines the Xor.DDo5 and Mirai malware codes, as well as the obfuscation techniques commonly found in malware designed to attack Windows.

Sophos analysts have found several versions of Chalubo that can run on systems with different processor architectures (xB6, xB6_64, MIPS, MIPSEL, PowerPC, 32-, 64-bit ARM). Chalubo contains the Elknot loader and
Lua command seript encrypted using the ChaCha algorithm. The researchers were able to trace the attack on one of the "baits” they had installed. The mast interesting was the libsdes command. When executed, it
creates an empty file to limit the execution of the code at one time. Then the malware saves its coples in the / usr / bin / directory, creating “branches” that help it maintain its presence on the system after a
reboot. The malware code contains fragments of the Mirai source cade, but mostly it is new, the researchers nate.

The first botnet attacks were recorded at the end of August of this year. Experts believe that Chalubo operators are completing the testing phase and, quite likely, in the future we can expect more large-scale
attacks using this botnet.

Read more: https:/ /www.securitylab.ru/news/496125.php

Post about an IoT botnet being used for distributed denial-of-service (DDoS) attacks

A botnet from more than 40 thousand servers, modems and loT devices was found on the Web.
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The specialists of GuardiCore revealed a massive botnet on the Web, including more than 40 thousand infected web servers, modems and ather 10T devices. The botnet, called Prowli, is used for mining
cryptocurrency and redirecting users to malicious sites. Infection of devices s carried out using exploits and brute force attacks.

After a server or loT device is compromised, the Prawli operators determine whether they can use it for intensive cryptocurrency mining. If the device is suitable, it is infected with a miner Monero and the r2r2
worm, capable of carrying out brute-force attacks on SSH. In addition, attackers infect sites running popular content management systems (WordPress, Joomla !, Drupal) with a backdoor, which is used to Introduce

malicious code that redirects users to various fraudulent and malicious resources.

The researchers believe that the organizers of Prowli pursue solely financial gain. According to them, the attackers managed to infect more than 40 thousand servers and loT devices located in the networks of more
than 9 thousand companies. Moreover, batnet operators do nat prefer any reglon, but attack users all over the world.

Post about a cryptocurrency-mining botnet
Figure 2. A user sharing news about loT botnets found by security companies

of Things in the Cybercrime Underground
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Pa3paboTumk 3annatut 3 MUNNMOHa pybnei xakepam 3a B3/I0M CUCTEMbI, OCHOBaHHOW Ha
COBETCKOM «KECTKOMN NOTUKE».

s aud

13.11.2017. Mockogeckiii 38804 «(PHSTIPHBOD», NOCTABLMK CHCTEM 6e30nacHocTy Ana A3C, 06bABKN 0 KOHKYPCE, B KOTOPOM HeoGXOAHMO B3MOMaTh
PaspaboTaHHbIA HM CHCTEMY TEXHHYECKMX CPELCTB Ge30MacHOCTH. TOMY, KTO CYMEET 3T0 GAENaTs, NPeACTaBHTENH KoMnaHHy obewyaior 3 000 000
py6nei. MnghopmaLua 06 ITOM MOABHAECH CerofHA Ha OpuyHansHOH cTpaHuye npeqnpuaTia Facebook.

3kcnepTsl B 06nacTh KubepbeaonacHoCTH A0MKHBI NPEAOCTaBHTL [OKa3aTeNkCTEa COBEPLIEHHOTO MK B3NoMa cucTems! 4o 31 aexabpa 2017 roga.

M3 «®uanpuBop» NPOMIBOANT NPOAYKT B 0BNacTH knBep6esonacHOCTH, OCHOBAHHON Ha HeNpOrPaMMKUPYEMON (OKECTKOM») NOMMKe C COBETCKHX BpeMe!
Cnopbl 0 NPMMEHEHHH ©KECTKOH> M NPOrPaMMUPYEMO# NOTHKK BEAYTCA B Pa3HBLIX CTPAHAaX Noc/eAHKE AECATUNETHA. HellaBHO CYMTanoCk, 4To
©KECTKaA» NOTVKa — DPYAMMEHT CHCTEM YNpPaBNeHHA JOKOMNBIOTEDHOM 3pbi M O Hel 3a6biM MOYTH BO BCEX CTPaHax. OfHaKo, NONHOCTHIO 0BEPHBILHCH
nporpaMMMpyeMbiM CUCTEMAaM, MOCYAapCTBa U NPeANpPUATHA OKa3anuch yASBMMbIMK NEpes XaKkepaMu, KOTOpbie BCeraa Ha nonwiara snepeau.

B 3T rofjbl «KECTKYIO» IOrUKY NPOAC/IKANH PasBHBATH TONBKO B NOAMOCKOBHLIX MOLLHOCTAX «®ManpuGopas. Bnarofaps 3ToMy, ceuac B 06nacTH
CHCTEM aBTOMaTM3HPOBAHHOIO YNpaBneHUA POCCHA Ha HECKONBKO IeCATHNETHH onepexaer CLUA, EBpocoloa v Mapauns.

OCHOBHBIM HE[JOCTATKOM CMCTEM ©KECTKOM» NIOMMKK CYATANach HEOGXOAMMOCTbL NPMMEHEHHA GONbLIOND KONMYECTBa 060PYA0BEaHNA ANA PEANN3aLMM
thyHKLMIA, HO «DUINPUEODP» NPUMEHNN MHHOBALIMOHHBIE TEXHUUECKHE PELLIEHUS, KOTOPbIE NO3BONUNN PELLUTh 3Ty NpoBnemy. ecTkan» NOruka
CPaBHANECH C NPOrpaMMMpyEMbIMM KaK o 0B1bEMY 060py/A0BaHNSA, TAK M M0 BOBMOXHOCTAM 0BPaGOTKH CHIHAN0B.

<)KECTKaA» NOrvKa B Halle BPeMA KWGEPBOMH 0MKHA NPUMEHATLCA BO BCEX OTPAC/IAX, & He TONbKO B ATOMHOA M BOGHHOH. HanphmMep, HEeBO3MOXHO
6610 Gbl NPHYMHUTL TaKOH yuep6 afepHbIM 06beKTaM VipaHa ¢ noMoLYbio BHpyca Stuxnet Npy 3aLyWTe WX arPEraToB CHCTEMaMM «XECTKOR» MOTWKK.
lMporpamMupyeMbie KOMNNEKCHI A0MKHBI Ay6NMPOBATLCS CKECTKOA» NOTVKOM, CYTEIOT B KOMMaHMH.

9KCrnepThbl TOBOPAT, YTO CMIOP C XaKepamy 3sapaHee BLIMIPaeT CaM 3880/, SNEKTPOHHYH CHCTEMY, OCHOBaHHYIO Ha ©KECTKO/» JIorvKe B NPUHLMNE
HEBO3MOXHO B3NIOMaTh € NOMOLUbIO KOA&, HO HEBEPHAKA HaRAYTCA T, KTO NONbITaOTCA 3T0 CASNaTh.

KoHTaKTBI:

Figure 3. A user sharing news headers that the Russian company Fizpribor was offering a

bounty for any hacker that can enter its network

The Russian underground is a dynamic place where all sorts of illegal and shady products are up for

sale. Criminals often post advertisements looking for IoT botnet developers. In addition, other users ask

for things they are ready to buy. In the sample in Figure 4, the user is offering money in exchange for

vulnerabilities specifically in 0T devices and routers.

—

™ 09/04/2017, 10:31

=7 [Buy] We buy vulnerabilities in routers and IoT-devices

#1

Visched

We buy vulnerabilities discovered by you in routers and IoT devices (web cameras, set-top boxes, TVs, etc.). Consider any offers for
Group: Registered users remuneration, but the final amount will depend on the number of available devices on the network (shodan, censys) and on the type of

vulnerability (preference will be given to RCE, wired by manufacturers of logins / passwords, bookmarks and other vulnerabilities that
allow executing code on the device).

Join Date: Sep 4, 2017

2 posts

Thanks: 0 Thanked 0 Times in  Contacts for communication -

0 Posts

Thanked 0 Times in O Posts
Put by (0) Dislajk: 0
NMocraewni Quznaik 0 times in
0 posts

Reputation: 0

Figure 4. A user asking for exploitable vulnerabilities in 0T devices
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We think it’s important to note how new developments in Android technology are affecting loT devices
and their potential to become infected, something especially demonstrated in the Russian community.
For instance, we have seen an Android cryptocurrency miner being offered on these Russian forums. For
cybercriminals, this kind of malicious software will likely not be used for targeting phones since it would
deplete batteries too quickly. Cybercriminals will probably target Android-based loT devices instead. For
instance, smart TVs and similar devices are commonly Android-based, and these seem to be better

targets for a cryptocurrency miner than smartphones.

Android Miner Released

Post Reply *™ | |+ | search this toplc.. [+ -} 1 post « Page 1 of
Android Miner Released “ @
b by = Fri Feb 15, 2019 10:03 pm

After a successful BETA period, the uPlexa team have today released their stable Android miner!

This is what we've all been waiting for, and it finally introduces real IoT mining, the first of it's kind in the crypto world.

site Admin

Get involved today through the core team's official documentation and links; 1n 28, 2018 357 pm
i 114

Download and Tutorial -
Medium Article -
Source Code —

uPlgxaMining.com | uPlexoForumconm

Miner | HODLer | Contributor
@

Post Reply ™ | £ | = | past « Faga 1 of

< Return to "Officlal Announcements and News” Jumpto -

Figure 5. Advertisement selling a new loT Android cryptocurrency miner

The Russian cybercrime underground markets have monetization schemes not only for router-based
botnets but also for hacked cameras. Aside from these more common devices, forum members are also
looking into hacking smart electricity meters. The Russian government has recently mandated that all
electricity meters be replaced by online smart meters, which explains the proliferation of meter hacking.
Of course, Russian hackers and criminals are already looking into modifying and selling customized
firmware for these new devices. So far, there doesn’t seem to be a clear monetization plan for this beyond
physically selling modified smart meters. These modified smart meters are marketed as a means to save

on monthly residential bills for electricity, water, and gas.

In the future, hacking smart meters may offer criminals a new way of making money. Nowadays, attacking

these devices is probably more akin to hacktivism rather than professional money-driven attacks.
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Seling Smart gas meters for economy.
C O 8 WMo 20160 gasmeter  gas meter with magnet ~ gas meter with film  gas meter with remote control  stop gas meterto  convert gas meter to magnet
123..6th Forwardo
8 Wiow 2016

We will remake a new or your used gas meter.

After our work outwardly, it does not differ from usual, but it becomes smart and obeys the owner. And you can choose any convenient management option. We make all the options
that exist in the world.

‘You can make a simple version with a large magnet.

;Zz‘ " DB.DEE.;? You can make a small magnet.
Sympathy 40 You can make a click-click system, when you do not need to hold the magnet on the counter, it switches when you place the magnet in a certain place for 1 second.

‘You can make a stop with a film.

You can make a stop with the remote! Remote control with feedback.

For more information on which methods you can apply to which models, learn more.

For members of the forum there are special conditions and the best prices. Order now!

Attachments

@
-
for avito gas1.jpg
941 KB Clicks: 280
Figure 6. A post selling modified smart gas meters
* Electricity meters with remote control. Save up te 0% on electricity bills!

Visched
We offer electric meters with remote control.
users
I rr— Save up to 90% on electricity bills!

17
Clpoc: . The most popular meter models used in Russia are:
e e o single-tariff and multi-tariff electricity meters, for single-phase and
Eﬁ?‘éym a0 three-phase networks.
locTasuan [uanaie - . .
times In 0 posts All counters are new, come with full documentation and in the
im0 original box.

On all counters, original holograms, warranty labels and factory
seals.

We have been working since 2014. The guarantor's services are at
our expense.
Guarantee on our counters - 2 years!

25% , 50% or 100% energy saving - at the touch of a button!
It is possible to select any economy mode on the remote, adding or
decreasing 10% (from 10 to 100%)

Contacts
Telegram:
We accept orders in Telegram and L / C

[+ Principle of operation of the counter with the remote control ]

[4|How to replace a regular counter with a modified one? ]

[ Safety of using our counters ]
Price

Single-phase meters with remote control:
Mercury 201.5 (single-tariff, 5-60 A, 220 V) - 5990
Mercury 201.2 (one-tariff, 5-60 A, 220 V) - 6990

Y
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™ 12.12.2014, 00:07 #1

T Electricity meters with remote control stop

ne Dear Guests and Participants of Flashlights.
We offer you Real energy meters with the possibility of stopping the account with the remote control.

[To view this link you need to register ]

In the counters proposed by us, we do not use controllers based on an
electromagnetic relay - which in the people so have been called "Chinese

H n
Group: Member of the Club chandelier.
Date of Birth: The most popular models and prices for orders:
0 posts The energy meter is 101 r5 (5-60 A) - 6.000 r. (single-phase)
T mes s ross  THE pOWer meter is 101 s6 (5-60A) - 6.300 r. (single-phase)
Puby (0)Diseici0  Mercury 201.5 (5-60A) - 6.500 rubles. (single-phase)
pocann faneis 0Emes I Mercury 201.4 (10-80A) with LCD - 7.000 rubles. (single-phase)

Mercury 201.2 (5-60A) with LCD - 7.000 rubles. (single-phase)
Mercury 200 (5-60 A) with LCD - 10.000 r. (single-phase)

Power meter 6803V P31 (5-60A) - 7.900 rubles. (three-phase)
Power meter 6803V P32 (5-60A) - 7.900 rubles. (three-phase)
Power meter 6803V P31 (10-100A) - 8.500 rubles. (three-phase)
Power meter 6803V P32 (10-100A) - 8.500 rubles. (three-phase)
Mercury 230 AMO1 (5-50A) - 8.000 r. (three-phase)

Mercury 230 AMO02 (10-100A) - 8.500 rubles. (three-phase)
Mercury 230 AMO03 (5-7,5A) - 10.000 rubles. (three-phase connection with TT)
Mercury 231 AMO1 (5-50A) - 8.000 r. (three-phase)

Mercury 231 AT01 (5-50A) with LCD - 15.000 p. (three-phase)
Mercury 230 ARO1 (5-50A) with LCD - 15.000 p. (three-phase)

In this list, only a part of those models that we offer ....

Reputation: 0

We offer devices with full and partial stopping of accounting (partial price
is not much higher).

o

14 users thanked:

Figure 7. Two posts selling modified smart electricity meters

Recently, a new Linux ransomware that targets network-attached storage (NAS) systems has surfaced in
the forums as well. This may be a big deal for companies which rely on such devices to store corporate
data. This also brings forward a new monetization scheme for IoT devices, but since this is a new
development, we cannot know how effective it is and, therefore, whether it will establish a new trend for

loT attackers.

In general, the main methods of monetizing loT botnets on the Russian cybercrime underground are the

following:
e Using infected devices to launch DDoS attacks

e Using infected devices as VPN exit nodes

In both cases, the criminals end up selling the services to other criminals in their community. The images

in Figures 8 and 9 are examples of both of these monetization schemes.

12 | The Internet of Things in the Cybercrime Underground
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Figure 8. A post in Russian offering DDoS services based on infected loT devices at
US$40 per month (top) and the translated version (bottom)
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WHAT 15 A 05 ATTACK
10T batnei
2009 5370 5157
BEST SPECIALISTS.
e SCHEDULED ATTACK = ANALYSISVPINTEREST
i PERMANENT oL OWN BOTNET DEV

MONITORING

ALL PRICE LIST

Figure 9. Webpage in English offering DDoS services specifying the use of an loT botnet (top);
pricing is based on the target of the attack (bottom)

The second way of monetizing infected devices is by making them act as exit nodes of a VPN network

that criminals sell as a service to other criminals.
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CEPBMC NPOBEPEHHbLIA BPEMEHEM

OVPHN KoHdbMrH NOAHATLIE HA pOyTEpax

B Mipasas OVPN worsdunts Strase s poryrepae, (eauuec o USA, Bemtmen HEVo: s B CFosms
Lpsia 905
Fapmir
Canm tg Shelts
Foros v rposcpery

Mpocuia [ prv
B G NG Mous, R3TOPAE s MEry BaE CATRSTH 1 I3RALAETS. KADHL SEHERHALE CRSE TR
A Fapair copaisca.

Vistpo, Bar

14 Forumi T Industyy + Secirity and Ansmymity - VPR, Prosy, Socks, SIH

OVPH configs raised on routers

B 1 will sell OVPH configs raised on routers. Mastly USA, you can search fer the country you need
Ve Price 80§
Guaramer
Communication tg @ helly
Ready for verification

Please reac the basic rales of the sroject Read .
The network i full of scammers who can skilfully beved you ard take pasession of your money.
For ITAPGRCCION SECUTTLY, Wi MECORMnd Lsing the Servics of & GLATMOF Service

Figure 10. A post in Russian selling an loT-based VPN (compromised router with OpenVPN)
for US$10 per proxy (top) and the translated version (bottom)
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= from 100,900 up<eted quaticy white praxies ondine daily
* Figh Spred Anoryrat

= Unlinited traffic

® 'Wie spport all pratocols: SOCKS [ 4a, SOCKSS, WTTR, WTTPS
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* Liplaad prowy Wit bs THT 7 C5V formar
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Note: The ad puts the price at 299 Russian roubles per day (or US$5), with pricing for other packages for seven,
30, and 90 days of operation.
Figure 11. Advertisements in English (top) and Russian (bottom) for a big proxy pool
of about 100,000 hosts consisting mostly of compromised routers
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Trafa.Net | Apbutpax Tpaduka

g o _ios memgy

Forum  Advertising section  Seil / Services

Sell SSH Tunnels

USA, Europe, Asia, CIS, ... ete

Checking for blacks at whoer.net & ip-score.com (and your services) is free.
If not available - I will find under the order.

Prices :
$ 1 - for a tunnel without blacks, on port 22
Newbie $ 3 - NEBRUT (not servers), with a non-standard password, it is possible to close ports (22, 80, 1729, ...)

— There are also some non-YPNs (PPTP, without logs, on home \ office routers), for $ 3
o 11, 207

; 1 sell all tunnels in 1 hand!

Payment : Webmoney, Biteoin, Qiwi, ETH
‘Warranty : USA - 3 days. Europe - 1 day
Maniback is not provided, only replacement.
Ready to pass

Jabber check :

1C0Q
Telegram :

Figure 12. A post advertising a VPN service where the author mentions specifically
that the nodes are “home / office routers”

Service Price

Modified smart gas meters Approximately US$93 and up
Modified smart electrical meters Approximately US$92 and up
Shodan access UsS$25

DDoS service based on US$40 per month

compromised loT devices

loT-based VPN US$1 to US$10 per compromised
router, depending on the quality of
the IP reputation

Table 1. Prices of the services found in the Russian underground forums

In these online forums, we also saw discussions about gas pumps, but those are in the early stages and

so far lack a clear monetization plan beyond selling the physical modified devices.

In general, cybercriminals in the Russian underground have the ability and the opportunity to develop loT

attacks. Most notably, they have found ways to monetize hacking loT devices.
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Portuguese Underground Communities

Marketplace Outlook

Devices Targeted Monetization Level

& Wedium

Q
o LR =

Routers, ADSL and Medium Information exchange,
cable modems router botnet monetization

The Portuguese-speaking criminal underground is composed of web forums mostly populated by
Brazilian users. These users also connect through some other private chat rooms, for example, Telegram,
WhatsApp, and Discord. We saw requests for information and hacking tutorials. But the most interesting
ads we saw are those for services that use infected routers and similar devices as the basis for further
criminal services. This is the case for “KL DNS,” which is a kind of service sold on Brazilian forums
to perform foolproof phishing campaigns combined with DNS redirection and, in some cases, SMS

spamming.

“KL DNS” services start with a network of infected routers or other home devices. The criminals change
the DNS configuration on these devices so that the name resolution is done by a hacker-controlled
external server. From that point on, when a computer within the infected device’s network tries to resolve,
for example, “bank.com,” the browser would instead redirect the request to a phishing site that looks
identical to the real bank website. Attackers can do this for as many banking websites as they want or as

many other legitimate sites, setting up a target user to fall into a phishing trap.

The main selling point of this system is that, for it to work, it would not need to infect a victim’s computer,
only the internet-connected router. The criminals sell these redirection services so that phishers can host
copycat web servers and gather stolen credentials and credit card information. Prices are around R$1,000

per week (about US$260), as shown in the samples in Figures 13 and 14.
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DR- 'NFODNS HOME BANKER CARDER MATERIAL171 CONTATO
KL DNS, Carder, Banker e Documentos

KL DNS

O sisterna KL DNS consiste em servidores online com péaginas falsas que capturam os dados bancérios ou cartdes de créditos

(conforme as paginas online) das vitimas infectadas pelo sistema DNS.
Essa é a melhor op¢do para BANKER, abaixo algumas vantagens da KL DNS em rela¢do a KL REMOTA:

* Baixo custo pra request/vitimas.

* Vocé nao precisa ter pressa pra usar a informacaoc bancaria, podendo “virar” a informagao até 2 anos apés ter
capturado.

* Nao precisa fazer SPAM afim de conseguir infectar as vitimas.

* Maior flexibilidade ao acrescentar paginas em sua engenharia.
Abaixo estao modelos de planos para este sistema banker:

Dr.INFO - | - 30 info/dia

Consiste em 3 servidores online, sendo 1 para paginas e 2 para o sistema DNS (redirecionamentao).
Nessa modalidade vocé paga POR PAGINA FAKE ONLINE e todo processo de infectar as vitimas fica por minha conta.

Aguivocé nao tem que se preocupar com request ou parte técnica, bastando informar um email para receber as informagaes.

Custo por pagina: R$ 1.000,00 semanal
Niamero de infermagdes dia: 30 informagoes/média

Termo de contrate: Fechamento minimeo 1 semanas, pago antecipadamente.

Translation:
The KL DNS system that consists of online servers hosting fake webpages to capture

bank account information or credit cards of infected victims.

This is the best option for BANKERS (people involved with bank digital frauds). The
following are some of its advantages over traditional banking Trojans:

e |ow cost per request/victims

e You don’t have to rush the use of the captured bank information, so you can use it

up to 2 years after capturing it
e  You don’t need to spam victims

e Offers better flexibility when adding your own fake webpages
The following are the buying options for this system:

30 victims per day
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3 online servers: 1 for hosting the fake webpages and 2 for the DNS redirect system.
Choosing this option, you pay via a fake page wherein all the victim infection process
will be up to me. In this option you won’t have to worry about the technical aspects. You

would only need to provide me an e-mail where | can send the captured data to.

Cost per page: R$ 1,000.00 weekly
Average number of victims: 30

Contract terms: at least one week, paid in advance

Figure 13. Advertisement for a “KL DNS” service

m e i i WM s

WKL DNS'BANKER . G)'MEL*HOR SISTEMA'KL D [DOIMERCADO

Sistema automatizado para mqtmst*wtlmas

05/08/2018

Translation:

Here you find the best KL DNS system in the market. We offer you two options for

availing it: with or without our infection services.

In our completed and advanced DNS management system, our team is 100% responsible
for the management, setting up and guarantee of the outcome from our system. You’re

only responsible for monitoring the email for the captured data.

We also have an option that includes SMS SPAM with more flexible costs, but that’s a
simpler system which would have different results from the advanced DNS management

system.

Figure 14. Advertisement for a “KL DNS” service with two different price variants
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The KL DNS criminal service takes advantage of router infections for financial gain. The target audience
is other criminals that already host phishing sites. This is clearly a sign of rising professionalism in the loT
space. These criminals have figured out a way to make money off of infected devices by creating a service
that they then sell to other criminals. The existence of these business models power dynamic criminal
marketplaces. There are other ways these markets may become more complex, and we believe this to be

the first sign of what is coming.

The precursor to KL DNS may have been the mass infection of MikroTik routers through a vulnerability,
which took place in the first half of 2018 in Brazil.2 An attack of this magnitude is still very possible, with

criminals certainly on the lookout for new vulnerabilities and attacks against loT infrastructure.

As for the posts on loT hacking in the Portuguese underground community, the most notorious one
we saw was an in-depth technical tutorial on how to hack gas pumps. It even included links to official

documentation and step-by-step explanation.

Hackeando tanques de gasolina

Figure 15. A step-by-step tutorial on hacking gas pumps
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Figure 15 shows a discussion in the Brazilian underground about hacking gas pumps. It’s a full tutorial that
teaches how to find and connect and send commands to a specific gas pump model. The topic author

teaches those in the forum how to change a tank name to “cashew juice” as an example.

Attacks on gas pumps are something we’ve discussed in an earlier research in 2015. In the paper, we
discussed how supervisory control and data acquisition (SCADA) and industrial control systems (ICS)
in such a context could be tempting targets for attackers and outlined the implications of inadequate

security on them.?

Service

DNS service US$259 weekly

Table 2. Price of the KL DNS service found in the forums

English Underground Communities

Marketplace

Devices Targeted Mongilzs Honllore) Outlook
L Wediun, \
H %
i (il
Routers, webcams, Low Curiosity and
printers information exchange

In the English-speaking criminal and hacking underground, we found plenty of tutorials on how to attack

and exploit a variety of devices.
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exCCSEC

& Using the Netgear Router Exploit CVE-2017-5521

Networking

Introduction

all heard about the recent Netgear routsr exploit
nt to you this article of Netgear administrator crodes

(DISCLAIMER: | am

POC and an instrumant of learning. What you do with
it and what happans

NOTES:

1. This will only work with routers that have remole sdministration enabiad without password recovery

¥ FOR NETGEAR

import sy
import requests

Figure 16. Tutorial on how to exploit a security vulnerability of routers from a particular brand

The most talked about devices in this community are routers and webcams. These are the most common
and well-known devices that hackers and other criminals are interested in targeting. We also saw an interest

in attacking printers, perhaps due to how ubiquitous they are in offices and corporate environments. They
also tend to be unprotected and unmonitored.

E“aesEc Init Partners

& An Introduction to Printer Exploitation

Exploit Development sk
L

> Preface

5 always the following is just a digest of all the things | could obs by working on printers
alf or facts from stuff | read about recently.

ad aboul caught some attention | will try to shed some light
which was 1
1 of all we should keep in mind this was a pr nade by pany.

urself this: “How real are the di Warios, thesa just ‘Hollywood

h and leamed some rinciples,

you as good as possibla now.
use a various amount of protocols and firmwares which differ from wendor to wendor and modsal

> Printer as an attack vector?

* So why would | even want to target a prini
« Wh

Figure 17. Tutorial on a generic printer exploitation
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&loT Malware Droppers (Mirai and Hajime)

Overview of an loT malware

nt koT thingies

& malwares do not e
bedded

ittacker only have acc
straine: ally
ftp,. woget or curl. For th

vulnerable devices (devicas enabling roa
available)

Figure 18. Tutorial on setting up a malware dropper to infect routers

Besides webcams, routers, and printers, we noticed an interest in other less common devices. For
instance, we saw a forum where users shared “aztarna,” an automated discovery tool for industrial robots
that is commonly used for legitimate purposes. These kinds of requests are sparse, but they certainly do

exist. Other discovery tools are much more common, such as those for routers.

SxJ8SEC o Paten

& Aztarna, a footprinting tool for robots

W Hardware ha

ud 1o intreduce aztarna, a footprinting

Industry 4.0 is changing the commonly hek umption thal robots are to be deployed in closed
and isolated natworks. When analyzed from a security point of view, the global picture is
disheartening: robotics industry has not seriously allocated effort to follow good security practices in
the robots produced. Instead, most manufacturers keep forwarding the problem to the end-users of

machines. As learmed in previous technological revolutions, such as at the dawn of PCs or
smartphones, action needs 1o be taken in time to avoid disastrous consaquences. In an attempt to
provide the robotics and security communities with the right tools to perform assessments, in this
paper we present aztama, a foctpriniing tool for robotics. We discuss how such tool can facilitate
the process of identifying vestiges of different robats, while maintaining an extensible structure
aimed for future fingerprinting extensions. With this contribution, we aim to raise awareness and
interest of the robotics community, robot manufacturers and robot end-users on the need of starting
global actions 1o embrace security. We open source the tool and disclose prelminary results that
demonstrate the current insecurity landscape in industry. We argue that the robotic ecosystemn is in
need of generating a robot security community, conscious about good practices and empowered by
the right tools.

* Source code:
» Introductory ai Alias Robot ebpage:
= Original aztarna white paper:

Figure 19. A post about a free tool for discovering industrial robots
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Figure 20. A post about a free tool for discovering routers

Not only did we see discovery toolkits, actual exploits, and canned attacks for certain devices, but we also

saw cybercriminals’ attacking tools in some cases and the actual exploit code in others.

d (& o & vahd.co/threa 1000 ack 8

sty Wobalies Vuinerabiity / Explolis

Actiontec C1000A Modem - Backdoor Account

Wezanes Vinen Rarvager Mov

it Tiel
gle Darki

o
The Aotionteo o provic nk has hardooded passwords. This is similar to another recent submission by Mat

Froof of

Figure 21. Post sharing an exploit for a particular online device
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We noticed one topic that popped up often in these criminal environments: the results of an attacker
having already broken into devices and infrastructure. If hackers manage to break into an ICS application,
they may try to sell this access to anyone who may be interested in taking full advantage of the application.
The same thing can be said for loT botnets that hackers have not been able or are not willing to monetize.

Access to these botnets is offered wholesale on English underground forums.

Figure 22. A user selling Mirai botnet rentals on Nulled

dan.io Premium Account Membership
AM

Figure 23. Shodan accounts for sale on Nulled
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Figure 24. ICS access for sale on Raidforums

SELF REPLICATING LINUX BOT 10,000+ DEVICES SALEN!

Figure 25. loT botnet for sale on Hack Forums

When talking about IoT botnets, Mirai is, of course, an important piece of the puzzle. After its code
became open source back in 2016, Mirai has become the gold standard for the mass infection of routers.
More often than not, Mirai is somehow involved in discussions about loT infections in general. That is why

it’s not surprising that Mirai source code modifications are common in these forums as well.

We have seen criminals selling consulting services to other criminals to help them configure their own

Mirai botnets. Qbot, a precursor to the much more popular Mirai, is also shared, though less often.
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If = SELLING BOTNET SETUPS | 100+ Bots

qbot setup - $3
gbot scanning - $5

irai scanning - $5

&P 24 Bats Connected | root

Figure 26. A post selling services to help other criminals set up their own Mirai and Qbot botnets

“  NestShop

PRICING

e’ €

Camera Account Thermostat Acount Docrbell Account

Figure 27. A seller offering webcam access for Nest’s outdoor cameras and doorbells

Mirai setup us$s
Botnet panel/code US$600
Shodan access US$25

Table 3. Price of each service found in the English underground forums
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Figure 28. A post offering hacking services specifically for loT devices

Overall, the English underground has more discussions on information and inquiries than on actual attacks
that have materialized and been monetized. Perhaps the most prevalent examples of loT attacks talked

about on English-language hacking forums are Mirai botnet variants.

After the router-infecting bot was open-sourced back in 2016, there have been a multitude of modifications
to the infamous code that are being shared for free on these forums. The potential for a low-skilled hacker
to misuse this information is high, but we have not seen a combined effort from professional criminals to

openly monetize this.

What is obvious in hindsight is that the impact of Mirai in the criminal underground has been profound. We

summarize its effect into two major items:

e There is now a very small incentive for malware writers to develop new loT-infecting botnet code.
Mirai has become the only code a would-be loT attacker needs, which in turn stifled the creativity so
to speak of cybercriminals in developing original malware. Most “new” loT botnets today are mere

modifications of the Mirai code base.

e Mirai has limited the demand — and therefore the criminal market — for the same kinds of products
(i.e., malware). Few criminals are willing to pay for something they can already get for free. Therefore,
non-Mirai botnets for sale are uncommon. However, this situation may change if a criminal offers
an loT botnet that has a monetization plan built in. We have not seen this yet, but it’s not an entirely

unlikely scenario.
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There is one fact about Mirai that should not be overlooked. When talking about this threat, most people
will think of large botnets made up of routers. However, a great many new devices coming into the market
are Linux-based and they are not limited to routers. This means that the potential for a Mirai botnet
operator to automatically infect all kinds of equipment is high and will keep growing as more Linux-based

devices are developed and sold.

Arabic Underground Communities

Marketplace
Monetization Level

Devices Targeted Outlook

Routers, webcams Low Curiosity,
information exchange

On Arabic-speaking cybercriminal forums, we found entire sections dedicated to technical news and
tutorials, where members often discuss recent hacking incidents and how to use upcoming loT devices.
Forum members discuss how Russian hackers are targeting SCADA systems. Hacking webcams and
routers have been found in Arabic language forums for years, but there is no mention of these attacks

being monetized.
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Figure 30. Forum poster sharing a technical article about hacking webcams
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Figure 31. Another user sharing an article about hacking webcams

On these forums, we also saw foreign loT-related news being discussed as a topic of interest. Similarly,

we also found users sharing news about recently discovered vulnerabilities and attacks on loT devices.

US Department of Homeland Security: Russian pirates are able to
control US utilities

»Technical News
==

B 07-25-2018. 08:52 PM
™ B US Department of Homeland Security: Russian pirates are able to control US wtiiities

FERERRE RS

Membership Mo : 41031 0
The state 1 EGAPT

Posts: 1,3
By 200 by

Reputation Reputation: x ©

Presence Status : 1

Figure 32. A post sharing an article about how Russian hackers are targeting U.S. SCADA systems
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Figure 33. A discussion on a zero-day exploit for Linksys routers

We observed that Shodan is also frequently mentioned and members often ask if there are similar sites

for free.

Similar sites

Page is loaded in 0.1741653 seconds
Similar sites
Closed and not open for further replies

i
Peace be upon you and God s mercy and blessings
| want simdar sites 1o search engines such
shodan.lo
and

ZoCMEye.oIg
| mean sites like them like them Beginner Developer
and thank you very much

114
-7
28 Poi

Figure 34. A forum member asking if there are other sites similar to Shodan
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In one cybercriminal hacking team forum, we saw free SCADA software available for download. Users can

download specific software to study how the systems work.
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Slmasic M WIBCC v1.3 Second Editien (x86 ! 164) Mishillingus! 160601

i erws applicaans sing WIACT 41 8 bl for ey
th simple nad comples taks

net
tpirpadganse st lle: | 40eSEeba._aridl. rurhiml
hitg:"rapidgatar.net Tt etborl T arlras. hual

7
ity rapidgaton et Tet)| [BOTBAK_areed rar hemi

Btp rapidgator set Tile 711802231 _art

hirger et Ml a0eatdrcl
Wi rapidgatoe. e ik bEDRddo:

il e Tile DR evara.S_ual parti].rar

Figure 35. Free Siemens software downloads

The original source code for Mirai and modified versions are shared for free in a similar way to the English
underground forums. We also found advertisements looking to purchase bot victims. An example is
shown in Figure 36, where the price is provided via private message only. The forum conversation seems

to indicate that the seller has access to a large volume of bots consistent with a Mirai-based loT botnet
or similar.
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Figure 36. A post showing a botnet for sale

At present, the Arabic cybercriminal loT market is technically driven and it does not look like they have

found a way to monetize any attacks to loT devices yet. We summarize the services and corresponding

prices here, including those that are general network threats.

Service Price

Mirai Free
Bot rental (high end) US$20 per month
Botnet panel/code US$550

Table 4. Price of each service found in Arabic underground forums
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Spanish Underground Communities

Marketplace
Monetization Level Outlook

Devices Targeted

Routers, webcams Low Curiosity,
information exchange

On Spanish-speaking cybercrime underground forums, we found plenty of tutorials and discussions on
how to exploit devices. Often, they are in the form of articles made by forum users to educate fellow
members. For instance, Shodan was discussed on multiple posts in the context of using it to find wireless

devices.

ill Forums _» Hacking wireless _> chodanier - A expanded versicn of Shodan search engine | [Todo-El-

Shodanier - A expanded version of Shodan search engine
Shedanier is a search tool for Shodan, the search engine of IOT (Internet Of Things).

Without image Features:
1) Retrieves more results than searching in the site without requiring to login.

2) Avoid fake or honeypots by only connecting to port 80

ity . (Devices setup in other ports and not 80 are most likely configured by a experienced user)

3) Super easy to use

Download:

Status: Disconnected
@

Virus Scan

Figure 37. A post discussing how to use Shodan to target wireless devices

On these forums, we have seen research papers on loT devices being shared and reviewed, including the
mentioned paper on a Trend Micro GasPot experiment from 2015.4 Although less common than routers
and webcams, other unconventional devices are sometimes discussed. For instance, we found a post

sharing a Google dork to search for unsecured online refrigerators (see Figure 38).
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Figure 38. A forum post discussing highlights from Trend Micro’s GasPot paper
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Figure 39. A forum thread showing a Google dork to find unprotected online industrial refrigerators

One of the most interesting discoveries we found was a software called “Simple Active Bot.” The same
person also offered the software on English forums, but we originally encountered it on a Spanish language
site. This software was offered for €1,500. The uploaded sample is designed to target one specific loT

device (in the example in Figure 40, it’s TP-Link Archer C5 devices), but the seller claims it supports a few
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hundred other kinds of devices. The program uses a canned search on Shodan and shows the results in a
simple HTML interface. Supposedly, users of the software can connect to and be authenticated in those
devices, allowing them to perform remote tasks. We have not tested the full functionality of the program
because there is no trial version of the software available. There’s a chance that these claims are entirely

false.

CirCarLife SCADA Scraper V1 - Hack for Smart Sohution to charge slectronic cars

Do okt fcege the cradentials of the devics. Ther i no wary 15 mset the
' v b detaul faciry selings

o

Figure 40. Forum post offering “Simple Active Bot” to automate device discovery
using Shodan canned searches

Service

Botnet panel/code €1,500 (approximately US$1,700)

Table 5. Price of the service found in the Spanish underground forums

The Spanish-language cybercriminal market is also technically driven, with no clear indication that
criminals have found a way to monetize loT attacks. Assuming that the claim of “Simple Active Bot” is
real, then it automates the discovery and exploitation of online devices. The way of monetizing those
attacks is what is missing. Currently, there is no evidence that criminals on these forums are discussing

plans to generate money from such attacks.
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Comparative Summary

Figure 41 summarizes the findings for each underground community in terms of topics and also illustrates
how these topics are found across several communities. On the left side are the five underground

communities; on the right side are the different loT-related topics discussed in these communities.

News Information from
Resgarcn legitimate sources

Tutorials Tutorials

Shodan access

Simple Active Bot
(Shodan related)

Shodan

Mirai
loT botnet developers

Botnet

Russian

Gas pumps
ICS access
SCADA software
Talk on NAS ransomware

Industrial
Portuguese

Cameras
Routers
Printers

Uncommon devices

English

Devices

Arabic

Smart electricity meters
Smart gas meters

Meters

Selling DDoS
VPN nodes
Android cryptominer
KL DNS service i
Discovery toolkits ge"r"‘,‘i‘é%s

Actual exploits
Canned attacks
Attacking tools

Exploit codes

Spanish

Figure 41. Visual summary of the topics discussed in the five underground communities
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Case Studies on
0T Underground Criminals

Before we draw any conclusions, we think it will also be useful to approach the subject of the loT criminal
underground from an attacker’s perspective. We picked three threat actors who are currently involved in
loT hacking in one way or another and tracked their hacking careers. This allowed us to see their evolution

from plain bad actors to IoT criminals specifically.

One thing we wanted to look at was how a criminal develops a desire to write malware for and hack loT
systems. To do this, we took some of the larger topics and posts that we observed in the underground and
started looking into the actors to see if we could find out what drove them to where they are today in the
loT underground. To better understand this, we also wanted to see what financial motivation would drive

current and future criminals into conducting loT attacks.

One of the most prolific cybercriminals thus far whose posts we discussed in the paper is a Brazilian actor
who offers a DNS-changing malware targeted at routers (Threat Actor 1). Looking into Threat Actor 1, one
can see that he has been around for a while and has changed user handles with few iterations over his

criminal career.

Threat Actor 1 started in 2010 by registering domains and a hosting platform. His criminal path didn’t
begin until 2012, when he started facilitating credit card fraud. We also found that during that year, he was
also making fake documents and phishing pages. The forged paperwork included the Brazilian-issued
RG and CPF personal IDs, which are documents needed for Brazilian Banking ID Cards. The RG is known
as Registro Geral or General Registry® while CPF is short for Cadastro de Pessoas Fisicas or Natural
Persons Register,® which is the individual taxpayer’s registry. The forged paperwork showed Threat Actor
1’s interest in financial crimes, and it escalated in 2013, when he published banking trojans and began

selling credit card numbers.

In 2015, he moved on to work on malicious DNS services that would later become the reason why we
looked into him. He did not gain much traction on this until more recently. This could be the reason why,
aside from the malicious DNS services, he worked on multiple malware attacks and performed bank fraud

in 2016. He also dabbled in money laundering around the same time.

40 | The Internet of Things in the Cybercrime Underground



In July 2018, Threat Actor 1 finally transitioned to the more modern world of loT cybercrime. He released
a DNS-changing malware (Trend Micro detection name HTML_DNSCHA.SM) along with other malware
variants of the same nature. This malware targets multiple types of routers. To do this, he hardcoded
default credentials and other commonly used passwords to log into the web admin panels and change
the DNS settings using a single HTTP request so that the DNS would be changed to a server under the
criminal’s control. Threat Actor 1 by then would have access to all requests and can redirect them to high-
profile sites such as banking, email services, and any other systems his “customers” may want to pull
credentials from. That point is when he really started working on loT malware to target specific devices
though previously he was not leveraging loT-based attacks at all. This is related to the same attacks that
he made involving Brazilian tax cards, but this time, he is working to make financial gains by attacking loT
infrastructure.
Mar 2010 Aug 2012 Nov 2015 Apr 2018 Mar 2019

» Hosting platform » Fake documents » Malicious DNS » Money laundering » Bill payments
» Phishing pages server

> > > > >

Jul 2012 Aug 2013 Dec 2016 Jul 2018 Apr 2019
» Credit card » Banking trojans » Bank frauds » DNS-changing » Money mule
fraud » Malware malware services

Figure 42. Timeline of the threat actor

Aside from Threat Actor 1, we also followed two other actors that share certain similarities but also have
several differences. We looked into an actor from Portugal (Threat Actor 2) that had a similar background

that also led him to the criminal underground selling IoT attack tools and services.
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Figure 43. Early activities of Threat Actor 2

In Figure 43, one can see a message in a Full Disclosure mailing list from Threat Actor 2’s early days into
exploits where he talks about bugs and how to exploit them. Aside from this, he has been very active
in a few underground forums over the past decade. Over time, Threat Actor 2 discussed exploits and
increasingly moved more to the criminal side and ultimately began creating malware. Threat Actor 2’s

evolution led him to create the Simple Active Bot IoT tool that we discussed previously in this paper.

Finally, to round things out, we looked at a third actor (Threat Actor 3) that we tracked during this research
— one who is likely based in Russia judging from the language, including slang terms, he used. Threat
Actor 3 is currently selling VPNs, including SSH, OpenVPN, and Point-to-Point Tunneling Protocol (PPTP),
which he claims are implemented on home routers. Unlike other actors, Threat Actor 3 created a new
handle — with no previous reputation — to sell access to these systems. The other actors used handles
that were either tied to their older handles or used the same email, Jabber, or ICQ, which allowed us to
track them over time. For Threat Actor 3, however, we couldn’t find anything that linked to his past work.
It could be that he is just starting out, or that he is a professional criminal and knows how to start new

handles for the products he is trying to sell each time the product advertised changes.

All of these three criminals initially took different paths, from carding, to exploits, to no clear path at all.

But all ultimately ended up in the same trade — as early pioneers in the emerging world of loT cybercrime.
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Predictions

Given all the data we have gathered over the course of our research, we predict an evolution of loT attacks
within the next 12 to 18 months. We outline what is seen in the loT world at present and the corresponding

prediction that we think will branch out from them.

1. Routers are the devices that are most frequently attacked. Most of these attacks involve DNS
settings modifications. This is relatively easy to prevent. As more internet service providers (ISPs)/
manufacturers start protecting these settings, we are going to see an evolution towards a different

kind of router attack.

2. PLCs and the HMlIs used to control PLCs are increasingly being found online.” Behind these are smart
factories or other heavy equipment or machinery. These devices will be attacked more often, to the
point where their current policy of “availability first, then security second” will need to shift to a more
secure setup. The likeliest business plan to monetize an attack against these devices would probably
involve extortion. In this kind of attack, the business model comes from threatening the device’s
owner with downtime. This way, the criminal can make money out of the attack without the need to

understand how the device functions.

3. In the same way that the Mirai botnet has evolved to support more routers and has improved its
capabilities, we are bound to see more attacking toolkits that support more devices and are easier
to use. We expect to see two major commercial loT malware kits battle it out to be the most popular.

This would be similar to what we saw with banking trojans in the past.

4. More and different kinds of devices are constantly joining the internet as the market for devices
becomes more mature.® The possibilities for attackers are multiplying, so we can expect to see more
advanced threats, like low-level rootkits or firmware infections. New classes of devices that may be

susceptible to attack include virtual reality (VR) devices or cryptocurrency mining kits.

5. We have started to see more creative ways of monetizing smart device infections. This tendency will

only increase as the ability to attack devices becomes easier and more automated.

6. Theincrease of mobile connectivity worldwide will allow for faster attacks and additional capabilities for

hackers. The switch from 4G to 5G may offer attackers more avenues for exploitation or monetization.®

7. Within the next 18 months, we expect to see a much more mature set of attacker business models.
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Conclusion

Criminal online communities seem to be very interested in learning how to compromise all kinds of loT
devices. There are many tutorials and research being compiled on hacking techniques, vulnerability
exploitation, and even source code for script kiddies and any curious individual to do plenty of damage.
We have not yet seen signs of any concerted effort on the part of criminal groups to massively damage or
compromise any loT infrastructure. Any mass infection we have seen are usually caused by an exploitable
vulnerability — as in the MikroTik case from Brazil — and by weak credentials — as in every Mirai attack.
We are starting to see the first attempts to find ways to monetize device infections and these may boost

loT attacks.

Additionally, we would like to mention that nation-states and more dangerous threat actors are also
infecting loT devices to use them as DoS platforms and proxy agents. We have not touched on these
attacks since they fall out of the scope of this paper. Nevertheless, criminals are also finding a similar use
for infected devices, as we outlined in the previous sections, and this goes to show that those advanced

attack scenarios are possibly what “worse” looks like in this domain.

Bigger and juicier targets, such as critical infrastructures,® are of course subject to attacks, but those are
more likely to be very targeted in nature rather than more widespread criminal attacks. Cybercriminals
are inherently motivated by financial gain and, so far, there are only a few ways of getting money from loT
attacks. The bad news: Criminals are refining their business models to include these online devices and,

although limited, they are finding a certain measure of success.

We surmise that this trend will continue. As more devices with better capabilities connect to the internet,

cybercriminals will keep trying to find new ways of infecting them and make money from those infections.
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Defending Against [oT Attacks

Those who have a stake in the loT should not wait for threat actors to find a way to monetize attacks against
it. Knowing that different cybercrime underground communities already contain extensive conversations
on different loT device weaknesses and attack opportunities should be enough of an impetus to reevaluate

current defenses.

For manufacturers, implementing security from the design phase can help reduce the number of openings
found by cybercriminals in numerous devices streaming into the market. Trend Micro loT Security provides
network and edge layer protection for loT device-makers to integrate with loT devices, mobile apps, web

apps, and loT gateways.

Integrators and end users, on the other hand, should remain vigilant in choosing the devices that they
put online. Users are responsible for implementing secure configuration and setup of their loT devices
to reduce the risk of these very devices being used for illicit means. For integrators, having complete
visibility over each device connected to a single network is crucial in gaining control not just over the loT

environment itself but also over the threats and weaknesses each device might bring to the entire network.

Employing cybersecurity solutions can be an option for users to gain better visibility and control over
connected devices. Users can consider, for example, the Trend Micro™ Home Network Security
tool," which can provide both visibility and protection for all connected devices inside the home, while
organizations can opt for the Trend Micro Deep Security™ solution, which offers security for physical,

virtual, cloud, and hybrid environments.
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